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Posture Advisor Agent Core  
Product Information  
Ontinue’s Posture Advisor Agent is designed to discover and prioritize new configuration, 
policy or feature settings within the various Microsoft Defender XDR products enhanced by 
practical global security operations expert knowledge and both Microsoft and Ontinue’s best 
practices.   

• Its purpose is to enable faster decisions on positive Cyber resiliency impact of the ever-
changing business specific environment and new Microsoft Defender and Azure 
platform innovations.   

• It helps our customers to continuously advance their Microsoft security program and 
enhance their security posture, with tailored cyber advice in real-time.  

More precisely, the Posture Advisor (Core):  

• Runs as a native Security Copilot Agent in the standalone experience  

• Uses the Microsoft Graph to retrieve Conditional Access Policies from Entra ID.  

• Reviews active policies against Ontinue’s curated knowledge base (based on Microsoft’s 
best practices, industry articles, Ontinue’s Security Posture Improvement (SPI) program 
and Cyber Advisers’ experience).  

• Produces a report with both prioritized missing policies and completed ones, 
emphasizing the impact on customer’s cyber security posture in a simple and trustable 
manner (e.g. including links to references).  

• The report can been downloaded as an Excel file (or Word) 

The agent can be triggered manually by a Security Copilot user as needed, and/or by a 
scheduled timer weekly. The “Core” edition is a free offering.

 


